
local ansible qubes sandbox

[Email]
 ❂ Fedora 29 Apps TPL
 ❂ Personal Email
 ❂ Work Email
 ❂ Thunderbird - no www
 ❂ Split GPG Front End

[disposable]
 ❂ Untrusted Networking
 ❂ Untrusted Browsing
 ❂ Testing Untrusted Apps
 ❂ Temp Volatile Data / Files

[public]
 ❂ Fedora 29 Apps TPL 
 ❂ Digital Marketing 
 ❂ Social Networking
 ❂ Public Gmail
 ❂ Public Firefox

Untrusted

Public

Confdential

Secret

Top Secret

Sys§Admin

disposable - uncached - fltered networking

social - cached - fltered  networking

personal & work – fltered networking

personal & work secrets - no networking

air-gaped master keys & secrets - no networking 

sys§admin & damage control – no networking

security stratifcations by color:

[Dev§Ops]
 ❂ Fedora 29 Dev TPL
 ❂ Dev§Ops AppVM
 ❂ Ansible Qubes Dev§Ops
 ❂ Split SSH Front End 
 ❂ Split GPG Front End
 ❂ Development Projects SRC

[sys-net]
 ❂ Raw TCP UDP drivers
 ❂ For [sys-frewall] Only
 ❂ No Apps, No Docs

Public Cloud
Gmail

Shops

social
networks

Work Cloud
SSH vps1

Bank
Acnts

work
accounts

Email
Github

Personal Cloud
personal
accounts

Email
Github

Bank
Acnts

SSH vps2

Local IO
sneakernet
hardware 
wallet(s)

[sys-frewall]
 ❂ Filtered [sys-net]
 ❂ Qubes N/W Server
 ❂ No Apps, No Docs

[Dom 0] Admin
 ❂ Highest Level Security
 ❂ Qubes / Xen Sys§Admin
 ❂ Ansible Qubes Sys§Admin 
 ❂ Template Management
 ❂ Damage Control

P2P Cloud
BTC

Github ETH

analytics

Ship Shape Dev§Ops 
Security via Ansible Qubes 

[vault]
 ❂ Fedora 29 Mini TPL
 ❂ Air Gaped No Imports
 ❂ No Networking
 ❂ Master GnuPG Vault
 ❂ Master .kdbx Vault
 ❂ Normally Shut Down

 ❂ Fedora 29 Sys TPL
 ❂ No Networking
 ❂ Copy [vault] Only
 ❂ Split GPG Back End
 ❂ PGP SubKeys Only
 ❂ PGP .kdbx Vault

[PGP-vault]

[SSH-vault]
 ❂ Fedora 29 Sys TPL
 ❂ Air Gaped No Imports
 ❂ No Networking
 ❂ Split SSH Back End
 ❂ SSH Keys .kdbx Vault

[Keepass-vault]
 ❂ Fedora 29 Mini TPL
 ❂ No Networking
 ❂ Copy [vault] Only
 ❂ Personal .kdbx Vault
 ❂ Work .kdbx Vault
 ❂ Secrets for AppVMs

[personal]
 ❂ Fedora 29 Apps TPL
 ❂ Personal Projects
 ❂ Personal WWW
 ❂ No Email

[disp-MariaDB]
 ❂ Disposible APP VM
 ❂ CentOS MariaDB
 ❂ No WAN
 ❂ For local dev/test only

 ❂ Disposible Fedora 29 ServiceVM
 ❂ Ansible Qubes local sandbox net
 ❂ Localhost Only – No WAN
 ❂ No Apps, No Docs

[disp-Dev§Ops-local-net]

[disp-nginx]
 ❂ Disposible APP VM
 ❂ CentOS nginx
 ❂ WordPresss –or–
 ❂ WebApp
 ❂ No WAN
 ❂ For local dev/test only
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