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What's LDK?

- Lightning Network implementation as SDK
. Handles channel state machine (i. e. the difficult stuff)

- lightningdevkit.org



Why LDK?

- Lightweight & performant
- Multilingual

. Customizable out of the box



Arcnitecture

Major components:

Peer management

- Channel management

Payments & routing

Language Bindings

een Block n N Blockn-1 M Blockn-2 | Blockn-3 Bitcoin Network
mempool

Monitoring blockchain,
broadcasting
transactions, etc.

Tooling, signing,
entropy, etc.

LDK creates events
which the user can
respond to

Data storage



Peer Management
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Channel Management
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-vent handling
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Data storage

Fee estimation



Channel Management

Persistence Block Source Data
- Choose how/where to persist data - Choice of paradigm:
. Locally - Full blocks and reorgs (e. g. ful
node)
+ Encrypted
- Individual transactions and output
- Remotely scripts (e. g. Electrum, Neutrino,

etc.)

- Block channel state machine until

advancement is safe - Notify listeners



Channel Management

Event Handling: Outbound

- FundingGenerationReady

Discardrunding
- ChannelClosed

- SpendableOutputs

App

<«€— FundingGenerationReady —————@
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Channel Management

Event Handling: Inbound

- OpenChannel

rRequest

Discardrunding

App

< op

«€— OpenChannelRequest —@

@— accept_inbound_channel() —»

en_channe

accept_channe

- ChannelClosed

<«€— funding_crea

ted

®

funding_signed

- SpendableOutputs

@ —— block_connected() ——»
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Payments

- Create & pay Invoices

- Requirements
. Scorer

- Router

- Payer

- BEvent handling
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pay_invoice(<Invoice>)
PaymentSent
PaymentPathSuccesful




Payments

- PendingHTLCsForwardable

- Payment

- PaymentSent,

- Payment

Recelved, PaymentClaimed

PathSuccesstul,

Paymentkailed

Payment

Path

Event Handling

-alled



Payments

Gossip

- Choose how to obtain:

- P2PGossipsSync

- RapidGossipsSync
- Necessary for source-pased pathfinding

- Not (strictly) necessary for invoice payment



Postscriptum

- Ubiquitous requirements
- Logger

- KeysManager

- Event handling

- RapidGossipSync

- Default implementations:

- BackgroundProcessor

- ChainMonitor

. P9

2(GOoSsSsIpSyNc

- lightning-net-tokio



INspiration

- Watcnhtower

- Multi-home backup
- Probing

- (GOssIp monitor

- Custom channel scoring



Weeds: PeerManager

- Socket: trait SocketDescriptor

- Socket open methods (called by user):

- fn new outbound connection(&self, their node id: PublicKey, descriptor:
Descriptor, remote network address: Option<NetAddress>) ->
Result<Vec<u8>, PeerHandleError>

- fn new 1nbound connection (&self, descriptor: Descriptor,

remote network address: Option<NetAddress>) -> Result<(),
PeerHandleError>

- Periodic calls (made by user):
- fn process events (&self)

- fn timer tick occurred(&self)



Weeds: Chain Data

Full blocks
- Trait (pre-implemented): trait Listen

. Methods (called by user):

- fn block connected(&self, block: &Block, height:

u3?l)

- fn block disconnected (&self, header:
height: u32)

&

BlockHeader,



Weeds: Chain Data

Transactions
- Trait (pre-implemented): trait Confirm

. Methods (called by user):

- fn transactions confirmed (&self, header: &BlockHeader,
txdata: &TransactionData, height: u32)

- fn transaction unconfirmed(&self, txid: &Txid)

- fn best block updated(&self, header: &BlockHeader, height:
u32)



Weeds: Chain Data

Transactions

- Trait (user-implemented): trait Filter

. Methods (called by LDK):

- fn register tx(&self, txid: &Txid, script pubkey:
&§Script)

- fn register output (&self, output: WatchedOutput)
-> Option<(usize, Transaction)>



Weeds: Chain Data

- Watchtowers: trait Watch<ChannelSigner: Sign>

- Alternatively, use ChainMonitor<ChannelSigner: Sign, C:
Deref, T: Dereft, F: Deref, L: Deref, P: Deretft>
remotely




Weeds: Persister

- Not to be confused with Persist!
-+ Responsibilities: ChannelManager, NetworkGraph, Scorer

- [rait (user—implemented):trait Persister<'a, Signer: Sign, M: Deref, T:
Deref, K: Dereft, F: Deref, L: Deref, S>

- Methods (called by LDK):

- fn persist manager (&self, channel manager: &ChannelManager<Signer, MM,
T, K, F, L>) =-> Result<(), 10::Error>

- fn persist graph(&self, network graph: &NetworkGraph) -> Result<(),
10::Error>

- fn persist scorer (&self, scorer: &S) -> Result<(), 10::Error>



Weeds: Persist

- Not to be confused with Persister!

- Responsibility: each and every ChannelMonitor

- Methods (called by LDK):

- fn persist new channel (&self, channel id: OutPoint, data:
&ChannelMonitor<ChannelSigner>, update id: MonitorUpdateId)
-> Result< (), ChannelMonitorUpdateErr>

- fn update persisted channel (&self, channel id: OutPoilnt,
update: &Option<ChannelMonitorUpdate>, data:
&ChannelMonitor<ChannelSigner>, update id: MonitorUpdateId)
-> Result< (), ChannelMonitorUpdateErr>




Weeds: Fee Estimation

- Trait (user-implemented): trait Fee:

. Method (called by LDK):

- fn get est sat per 1000 welgh

“1lrma

confirmation target: Con:

stimator

C (&self,

ci1onTarget)

-> u32



Weeds: [ransaction Broadcasting

- Trait (user-implemented): trait BroadcasterInterface

. Methoad:

- fn broadcast transaction (&self, tx: &Transaction)



Weeas: Logging

- Trait (user-implemented): trait Logger

. Method (called by LDK):

- fn log(&self, record: &Record)



Spiral

Help us 1mprove LDK.
Apply for a grant. Or don’t.



