Instruments Used & Data to Read

BIBIEHS SIMATIC S7-1500

SIMATIC 57-1500

Fig:1

This device uses PROFINET IO IRT interface (2-port switch), X1: 192.168.0.1 &
X2:192.168.1.1 integrated in the CPU for defined response times and high-precision
plant behaviour.

1. Create a projectin Siemens TIA-V18 (fig2) project.
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Totally Integrated Automation

First steps

Project: "pyscada_test" was opened successfully. Please select the next step:

Open existing project

Create new project I
5

Migrate project \

Close project

N Q Configure a device

(< Write PLC program
Configure
technology objects

l Configure an HM screen

User interface language

Open the project view \/

» Project view Opened project: C:\Users\Administrator\Documents\Automation\pyscada_test\pyscada_test

Fig:3

2. Starta project(fig2) use the TIA-V18 portal for uploading your project onto the
PLC.

3. Create various tags based on various node data types such as String, Boolean,
INT, Word, Byte with start value of 1 or 2 and add it to your Program Blocks
module, In the Access level Enable - Read/Write - RD/WR for all nodes(fig:4)

4. Thisisthe Data we will be Reading for our PyScada, Create a server interface
under the server interfaces, within the OPC UA Communication section(fig:5)
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5. Under the Properties section of General Section of Device, Select the security
with user authentication Enable option and add User id and Password (fig6).
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Set your IP address and subnet mask (fig:7) on the PLC as required for the ports X1/X2
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. After the projectis set up, compile it, upload it on your Device and hit Go Online.
. Connect the Device with your laptop/desktop using an ethernet cable, the
Device Will Have green blinker (fig:9) light once the Projectis upload and it is
running online without any errors.

Project name:
dummy testing project V18_r1

TIA Portal:
V18.0.1.0

Station name:
S7-1500/ET200MP station_1
Module name: .
PLC_1

Module type:

CPU 15152 PN

Fig:8,9

MAC address:
EC:1C:6D:77:F1:DE

PROFINET device name:
plc_1.profinet interface 2

= addresw
192.168.1068
Subnet mask:
255.255.254.0
Router address:
Not configured




Configuring In PyScada

1. Addyour Device in the pyscada dashboard

PyScada Administration WELCOME. FERB. VIEW SITE / CHANGE PASSWORD / LOG OUT (B

Home » PyScada Core » Devices > opcua-1515-2PN
Cr

HISTORY
opcua-1515-2PN

Short name:

Description: ATIC $7-1500, CPU 15

| Active

Byte order: 0123 v

Polling interval: 5 Minutes

Protocol:

Instrument handler:

Fig:1.1

Configure OPCUA

OPCUA DEVICE

Opeua device: 1515-2PN

Protocol:

1P address:

Fig:1.2

2. Afterthe device is online, check by using Pingin the Terminal or an application
called free OPCUA-CLIENT, and this will also help you see Namespace Index
(ns) and Identifier (i) values for each node.

For Ping using Terminal: (fig:1.3)
For using FreeOpcuaClient (fig:1.4)



:~$ ping 192.168.10.58
PING 192.168.10.58 (192.168.10.58) 56(84) bytes of data.
bytes from 192.168.16.58: icmp_seq=1 ttl=255 time=1.56 ms
bytes from 192.168.16.58: icmp_se i .03 ms
bytes from 192. .58: icmp_se i .56 ms
bytes from 192.168.10. icmp_se i .85 ms
bytes from 192.
bytes from 192.168.10. icmp_seq=6 ttl=255 time=3.
bytes from 192.168.10. icmp_se ttl=255 tim
bytes from 192. 8: i i
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192. _
bytes from 192. .58: icmp_sex tt
bytes from 192.168.10. icmp_seq=16 ttl=255 time
bytes from 192. .58: 1 )_se 7 tt 55 time:
bytes from 192. 8: i 8 i
bytes from 192. X
bytes from 192. .58: icmp_se
bytes from 192. . icmp_seq=21 ttl=255 time:
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192.
bytes from 192. X
bytes from 192. .10, icmp seq=33 ttl=255 time=1.55 ms

Fig:1.3
FreeOpcUa Client

opc.tcp:f/192.168.10.58:48 Connect options | | Connect | | Disconnec
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Refresh
&References

ReferenceType Nodeld BrowseName

1 |HasTypeDefi 0:BaseDataVariabi
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5104 - WARNING -
NING - D
NING - D

3. Add opcua Variable
(fig:1.5)

OPCUA VARIABLE

Opcua variable: 13-TEST

Namespacelndex: 4

ns" value used in asyncua library

Identifier: 2

" value used in asyncua library

Fig:1.5



4. Add Variable and Variable Properties
(fig:1.6 &fig:1.7)

PyScada Administration

Home > PyScada Core » Variables > 14 - TEST

Change variable
14 - TEST

Variable name:

Description: for Bool Values.

Device: opcua-1515-2PN
@ Active

Unit:
@ Readable '\\//
¥ Writeable

Scaling:
Value_class: BOOL or BOOLEAN
Cov:

Variable short name:

PyScada Administration

Home » PyScada Core » Variable properties > other or no Class specified: test-prop

Change variable property

other or no Class specified: test-prop

Variable: 14 =13ar

Property class: other or no Class specified +
Value_class: BOOL (BOOLEAN) v

Name: test-prop

@ Value boolean

Value int16:

Value int32:




5. Create Device Read Tasks and Device Write Tasks (fig:1.8 &fig1.9)

PyScada Administration

Home > PyScada Core > Device read tasks > TEST

Change device read task
TEST

Device: opcua-1515-2PN

Variable: 14 - TEST

»

Variable property: other or no Class specified: test-prop v #

Finished:

% Done

Fig:1.8

PyScada Administration

Home > PyScada Core > Device write tasks > TEST

Change device write task

TEST

Variable: 14 - TEST

Variable property: other or no Class specified: test-prop ¥ #

Finished:

8 Done

Fig:1.9



Results

To check results run the following command in your terminal
$ sudo tail -n1000 /var/log/pyscada/pyscada_debug.log

There will be output like this if the device is connected (fig:1.10, fig:1.11)

[11/Dec/2024 06:24:21] INFO [pyscada.device:57] Connected to device opcua-1515-2PN
i

[11/Dec/2024 66:24:21] INFO [pyscada.device:57] Connected to device : opcua-1515-2PN

Fig:1.10

administrator@aa-pyscada-testing2: ~ Q

, 3642443196159492113 17, 3642443196190949393 17, 3642443196220309521 17, 3642443196100771859 19, 3642443196132229139 19, 3642443196159492115 19, 3642443196190949395 19, 364244
3196220309523 19
[14/3an/2625 11:33:54] DEBUG [pyscada.m - TEST updated 5 - 1 values
2 4 a.m 4 - TEST updated 5 - 1 values

[14/3an/2025 1 y % - TEST_1 updated 5 - 1 values
[14/3an/2625 11:33:54] DEBUG - TEST_1 updated 5 - 1 values
[14/3an/2025 54] DEBUG [pyscada.mode TEST_2 updated 1 values
[14/3an/2025 54] DEBUG [pyscada.m - TEST_2 updated 1 values
[14/3an/2025 54] DEBUG [pyscada.m - TEST_3 updated 1 values
[14/3an/2025 54] DEBUG [pyscada.m - TEST_3 updated 5 - 1 values
[14/3an/2025 33:54] DEBUG [pyscada.models:2015] - TEST_4 updated 5 - 1 values
[14/3an/2025 54] DEBUG [pyscada.models:2015] - TEST_4 updated 5 - 1 values
[14/3an/2625 11:33:54] DEBUG [pyscada.utils.scheduler:828] pyscada.opcua-6 write multiple variables : [<Variable: 14 - TEST>, <Variable: 15 - TEST_1>, <Variable: 16 - TEST_2>,
<variable: 17 - TEST_3>, <Variable: 19 &
[14/3an/2025 11:33:54] DEBUG [pyscada.utils.scheduler:828] pyscada.opcua-6 write multiple variables : ariable: - ariable: 15 - TEST_1>, <Variable: 16 - TEST_2>,
<variable: - TEST_3>, <Variable: 19 -
[14/3an/262 54] DEBUG [pyscada.m 6 - TEST has 5 to write.
[14/3an/2025 54] DEBUG [pyscada.m 2 4 - TEST has 5 to write.
[14/3an/2625 11:33:54] DEBUG [pyscada.m 1162 - TEST_1 has 5 to write.
[14/3an/2025 54] DEBUG [pyscada.m - TEST_1 has 5 to write.
[14/3an/2025 54] DEBUG [pyscada. - TEST_2 has 5 to write.
[14/3an/2025 54] DEBUG [pyscada.m - TEST_2 has 5 to write.
[14/3an/2025 54] DEBUG [pyscada.m - TEST_3 has 5 to write.
[14/3an/2025 133:54] DEBUG [pyscada 6 - TEST_3 has to write.
[14/3an/2025 1 54] DEBUG [pyscada. - TEST_4 has 5 to write.
[14/3an/2025 1 54] DEBUG [pyscada.m 2 - TEST_4 has 5 to write.
[14/3an/2025 1 54] DEBUG [pyscada.m 652] RecordedData objects already exists, retrying ignoring conflicts for : 3642443196100771854 14, 3642443196132229134 14, 364244
3196159492110 14, 3642443196196949390 14, 3642443196220309518 14, 3642443196100771855 15, 3642443196132229135 15, 3642443196159492111 15, 3642443196190949391 15, 36424431962203
09519 15, 3642443196100771856 16, 3642443196132229136 16, 3642443196159492112 16, 3642443196190949392 16, 3642443196220309520 16, 3642443196100771857 17, 3642443196132229137 17
, 3642443196159492113 17, 3642443196190949393 17, 3642443196220309521 17, 3642443196100771859 19, 3642443196132229139 19, 3642443196159492115 19, 3642443196196949395 19, 364244
3196220369523 19
[14/3an/2025 11:33:54] DEBUG [pyscada.models:1652] RecordedData objects already exists, retrying ignoring conflicts for : 3642443196100771854 14, 3642443196132229134 14, 364244
3196159492110 14, 3642443196190949390 14, 364244319622030951 3642443196100771855 15, 3642443196132229135 15, 3642443196159492111 15, 3642443196190949391 15, 3642443196223
09519 15, 3642443196100771856 16, 3642443196132229136 16, 36 3642443196190949392 16, 3642443196220309520 16, 3642443196100771857 17, 3642443196132229137 17
, 3642443196159492113 17, 3642443196196949393 17, 3642443196220309521 17, 3642443196100771859 19, 3642443196132229139 19, 3642443196159492115 19, 3642443196190949395 19, 364244
3196220309523 19
[14/3an/2025 11:33:59] DEBUG [pyscada.models:2015] - TEST updated 5 - 1 values

DEBUG [pyscada.m 015] 14 - TEST updated 5 - 1 values

DEBUG [pyscada.mode 015] TEST_1 updated 1 values

DEBUG [pyscada.m 915] - TEST_1 updated 5 - 1 values
[14/3an/2025 9] DEBUG [pyscada. 015] - TEST_2 updated 5 - 1 values
[14/3an/2025 DEBUG [pyscada :2015] - TEST_2 updated 5 - 1 values
[14/3an/2025 DEBUG [pyscada.m 015] - TEST_3 updated 5 - 1 values
[14/3an/2025 9] DEBUG [pyscada. 015] - TEST_3 updated 5 - 1 values
[14/3an/2025 DEBUG [pyscada.m 015] 19 - TEST_4 updated 5 - 1 values

Fig:1.11

Admin Panel of PyScada
Changes will be reflected in Variable States of our user interface (fig:1.12)

PyScada Administration WELCOME, PYSCADA. VIEW SITE / CHANGE PASSWORD /LOG OUT ()

Home  PyScada Core» Variable states

ADD VARIABLE STATE +
AUTHENTICATION AND
AUTHORIZATION

FILTER
Groups

By short name
U
=
PYSCADA CORE VARIABLE NAME LAST VALUE
By active

Background P s + 4 2025-01-14 11

Complex events 3 01-1411:4
Data

Device read tasks 4332:2 By Unit
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